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1
Decision/action requested

This pCR proposes to add a security solution for service based architecture in the section 7 of TR33.501.
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3
Rationale

According to the key issue #1.11, there should be confidentiality protection and integrity protection between NFs in service based architecture. The sercurity mechanism between NFs is necessary to prevent a NF from obtaining another NF's information and requesting services without permission. A new security solution is provided for service based architecture based on NDS/IP mechanisms. The pCR gives two scenarios for IPsec establishment on NF discovery procedure. The first scenario is based on the certificate is always work for setting up the IPsec, and the alternative is when certificate cannot be applied between NFs e.g. local configuration on NF. Under scenario two, the NRF shall be in the position for helping NFs to establish trust.
4
Detailed proposal

***********************Start of the first change************************
7. z
Security for service based architecture

7. z. 1
Introduction  
This solution addresses KI 1.11 on security of service based architecture. 

The service based architecture can be found in TR 23.799[1]. This solution present a method whitch make the NRF is capable of discovering the requested NF and issuing session key to related NFs. In order to access to a requested type NF and no associated NF(s) stored on the requester NF, the requester NF initiates the NF discovery by providing the type of the NF (e.g. SMF, PCF) and other service parameters to discover the target NF. The detail service parameter(s) used for specific NF discovery refer to the related NF discovery and selection clause. The NRF provides the IP address or the FQDN of NF instance(s) to the requester NF for target NF instance selection. Based on that information, the requester NF can select one NF instance [2]. NF-1 is a network function that needs to communicate with NF-2. As NF-1 does not have the IP address or FQDN of NF-2, it must communicate with NRF to find the right NF-2. The NF Discovery procedure can be applied for that purpose.
7. z. 2
Solution details  

There are two ways to use the security mechanisms of TS 33.210[3] in service based architecture.

Option 1: The NFs and NRF are preconfigured with MNO’s certificates that can be used to establish the trust between NFs or between NF and NRF.

Option 2: Though the certificates are pre-configured on NFs and NRFs, the trust between NFs somehow cannot be established directly with NF’s certificates, e.g. due to fail to local configuration. In this scenario, the trust shall be established with NRF’s help, which Figure 5.1.4.z.2-1 depicts. 
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Figure. 5.1.4. z.2-1 Security call flow for service based architecture

1. NF-1 and NRF setup IPsec tunnel.

2. NF-1 sends NF discovery Request to NRF for finding a suitable NF-2. NF-1 ID, an indication that implies additional security is needed and the request inforamtion shall be included in this message.

3. The NRF shall find a NF-2 based on the request information, and generate a new session key and a corresponding key identifier for NF-1.

4. The NRF reponses with NF-2 ID, session key and the key identifier to the UE in NF Discovery Response message.

5. NFR setup a IPsec with NF-2.

6. If NRF actively provision the Security context to NF-2, steps 8, 9 are skipped; otherwise, step 6 is skipped. 

NRF will provision the session key, key identifier and NF-1 ID to NF-2 for future use.

7. The IKE SA initial exchange (IKE_SA_INIT exchange) between NF-1 and NF-2.
8. If NF-2 does not receive the security context from NRF. NF-2 sends Security Context Request to NRF. NF-2 ID, an indication that implies additional security is needed and the request inforamtion shall be included in this message.

9. NRF will provision the session key, key identifier and NF-1 ID to NF-2 for future use.

Step 10 – 14, the IKE authentication exchange (IKE_AUTH exchange) between NF-1 and NF-2, IPsec between NF-1 and NF-2 is established based on new seesion key.
7. z. 3
Evaluation 

Tba.
***********************End of the first change*************************
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